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PROPOSAL FORM

	A.1. Course or program
	CyberSecurity B.S
	[bookmark: _MON_1418820125][bookmark: affecred]

	Replacing 
	[bookmark: Ifapplicable]
	

	A. 1b. Academic unit

	Faculty of Arts and Sciences 
	

	A.2. Proposal type
	[bookmark: type][bookmark: revision] Program:  creation |  
	

	A.3. Originator
	[bookmark: Originator]Suzanne Mello-Stark
	Home department
	[bookmark: home_dept]CSIS (Computer Science and Information Systems)


	A.4. Context and Rationale 
Note: Must include additional information in smart tip for all new programs
	[bookmark: Rationale]RIC currently offers an Information Technology related major in Computer Information Systems B.S., a Computer Science B.S. and B.A., and minors in Cybersecurity, Data Analytics, and Web Development. The CSIS Dept would like to expand our offerings to include a major in Cybersecurity (64 total credits) to meet the demands of our existing and potential students and employers in the IT industry.  This new cybersecurity program uses a combination of existing CIS/CS courses and one new course. 

The U.S. Bureau of Labor Statistics projects 34.7% employment growth for Information Security Analysts (SOC 15-1212) between 2021 and 2031 and estimates that there are over 5000 people employed in our region (RI, CT, MA). Also, cyberseek.org analyzes supply and demand for cyber-related jobs across the country and calculated that there were 2984 online job listings for cybersecurity-related positions in Rhode Island from January 2022 through December 2022.  

According to the US News and World Report, Information Security Analyst is the 5th best job in the United States and the 2nd best job in technology.  Information/cybersecurity analysts help organizations protect sensitive data from cyber attacks, assess system vulnerabilities, and propose and implement security policies.  They are often the first responders when a security breach occurs.

Cybersecurity is a business problem.  Employers seek candidates that can communicate, both orally and in writing, are organized, have critical thinking skills, and have attention to detail.  Cyber careers require the ability to think outside the box and understand business needs as well as being tech savvy.  To fill these jobs currently, employers often prefer candidates with degrees in information systems that also have certifications such as Security+, who then develop additional skills with on-the-job training.

There are no business-oriented undergraduate cyber degrees offered in Rhode Island at this time.  Only two undergraduate cyber degrees exist, both at private schools, and both focused primarily on technical skills.  Johnson & Wales University offers a new cyber threats and intelligence major, and Roger Williams University offers a networking and cybersecurity major, concentrating on network administration.  

The Rhode Island College cybersecurity major will stand apart by focusing on preparing students to plan, implement, and monitor security processes while also providing the needed business and technical skills. Given that Rhode Island College educates most of the college graduates who live and work in the state, and our graduates benefit from a well-rounded education, Rhode Island College is uniquely qualified to create and offer this new business- focused degree to serve the security needs of RI businesses.  

The National Security Agency (NSA) sponsors a program called the CAE-C (Center of Academic Excellence in Cybersecurity).  Under this program, an institution could receive a CAE designation if it passes rigorous curriculum and program requirements.  The CAE Cyber Defense (CAE-CD) designation is awarded to regionally accredited academic institutions offering cybersecurity-related degrees including majors, minors, and/or certificates at the Associates, bachelor's and graduate levels.  The goal of the CAE-CD program is to promote and support quality academic programs of higher learning that help produce the nation’s cyber workforce. 
THE CAE designation will provide many benefits to Rhode Island College students. RIC will be able to apply for additional funding that is only open to CAE institutions such as the prestigious CyberCorps: Scholarship for Service program which provides free tuition and stipends for students studying cybersecurity who wish to work for a government agency. Since our program meets the NSA standards, students will be considered vetted for all kinds of cybersecurity related jobs. There are many development opportunities and workshops available to both faculty and students of CAE institutions.
The CSIS Department is currently pursuing the CAE designation and has completed a detailed review of the requirements.  The CAE-CD curriculum requirements include a set of Knowledge Units (KUs) that specify the topics that must be taught in one or more courses in an academic program.  
The CAE Knowledge Units were used to develop the Program Learning Goals for the B.S. in Cybersecurity.  The major topics for each KU were incorporated into one or more of the goals, which were then used to select the courses in the program.  A list is maintained of which courses directly map to each goal.  This helped to ensure that the program has the foundation already in place to pursue the CAE.  
Once the draft of the new cybersecurity program was completed, we solicited input from a variety of outside sources.  This included RIC’s Chief Security Office (CSO), Henk Sonder, and industry professionals.  This provided valuable input and confirmed our course selections with only a few modifications.   

	A.5. Student impact
Must include to explain why this change is being made?
	The new program has the potential to attract new students to the college and meet the increasing hiring demands of local and national employers.  

The program packages existing CIS, CS and cybersecurity courses in a way that supports the CIS and CS programs.  Having cybersecurity majors in these courses expands the learning opportunities for all of our students.

The new cybersecurity course that will be created for the program will provide existing students with an additional elective to enhance their IT skillsets. 


	A.6. Impact on other programs 
	There is the potential that existing CIS and CS majors will switch their major to the new cybersecurity major or double major in both CIS/CS and the cybersecurity major.  

The new major includes MGT 201, MATH 177, MATH 248, and PHIL 207 or PHIL 206, so therefore these courses may see increases in enrollment.


	A.7. Resource impact
	Faculty PT & FT: 
	Existing CIS, CS, and/or adjunct faculty will teach the courses.  Depending on the growth of the new Cybersecurity Program, additional faculty and adjuncts may be needed. 

	
	Library:
	None.

	
	Technology
	None.  Courses will use existing classrooms and/or computer labs.

	
	Facilities:
	None

	A.8. Semester effective
	[bookmark: date_submitted]Fall 2023
	 A.9. Rationale if sooner than next Fall
	[bookmark: Semester_effective]

	A.10. INSTRUCTIONS FOR CATALOG COPY:  Use the Word copy versions of the catalog sections found on the UCC Forms and Information page. Cut and paste into a single file ALL the relevant pages from the college catalog that need to be changed. Use tracked changes feature to show how the catalog will be revised as you type in the revisions. If totally new copy, indicate where it should go in the catalog. If making related proposals a single catalog copy that includes all changes is preferred. Send catalog copy as a separate single Word file along with this form.

	A.11. List here (with the relevant urls), any RIC website pages that will need to be updated (to which your department does not have access) if this proposal is approved, with an explanation as to what needs to be revised:

	A. 12 Check to see if your proposal will impact any of our transfer agreements, and if it does explain in what way. Please indicate clearly what will need to be updated.

	A. 13 Check the section that lists “Possible NECHE considerations” on the UCC Forms and Information page and if any apply, indicate what that might be here and contact Institutional Research for further guidance.



C. Program Proposals   Complete only what is relevant to your proposal. Delete section C  if not needed. PLease add in the 2020 CIP number for MAJOR revisions or new programs in C. 2; these can be found at https://nces.ed.gov/ipeds/cipcode/browse.aspx?y=56 consult with Institutional research to be sure you select the correct one.

	
	Old (for revisions only)
	New/revised

	C.1. Enrollments 
Must be completed.
	[bookmark: enrollments]
	40

	[bookmark: CIPnumber]C. 2. 2020 CIP number
	
	43.0404

	C.3. Admission requirements
	[bookmark: admissions]
	N/A

	C.4. Retention requirements
	[bookmark: retention]
	N/A

	C.5. Course requirements for each program option. Show the course requirements for the whole program here.
	[bookmark: course_reqs]
	Required Courses: (44 credits)
· CSCI 102 Computer Fundamentals for Cybersecurity (4cr)
· CSCI 157 Introduction to Algorithmic Thinking in Python or CIS 301 Introduction to Computer Programming in Business (4cr)
· CIS 252 Introduction to Information Systems (4cr)
· CIS 320 Information Technology: Hardware and Software Systems (4cr)
· CIS 347 Basic Cryptography Techniques (4cr)
· CSCI 402 Cyber Security Principles (4cr)
· CSCI 410 Digital Forensics (4cr)
· CIS 421 Networks and Infrastructure (4cr)
· CSCI 432 Network and Systems Security (4cr)
· CIS 440 Issues in Computer Security (4cr)
· CIS 462W Applied Software Development Project (4cr)

Restricted Electives: (8 credits)
· Two courses in CIS or CSCI at the 300-level or above.   

Cognates: (15 credits)
· MGT 201W Foundations of Management (4cr)
· MATH 177 Quantitative Business Analysis (4cr)
· MATH 248 Business Statistics (4cr)
· PHIL 207 Technology and the Future of Humanity (3 cr). OR PHIL 206 Ethics (3 cr)


	C.6. Credit count for each program option
	[bookmark: credit_count]
	Required Courses: (44 credits)
Restricted Electives: (8 credits)
Cognates: (15 credits)

Total:  67 Credits


	C.7. Program Accreditation (if relevant)
	
	n/a

	C.8 Is it possible that the program will be more than 50% online (includes hybrid)?*
	
	NO

	C.9 Will any classes be offered at sites other than RIC campus or the RI Nursing Ed. Center?*
	
	NO

	C. 10. Do these revisions reflect more than 25% change to the program?* 
	
	

	C.11.  Program goals
Needed for all new programs
	
	Upon the completion of this program, students will be able to:
· plan, implement, and monitor security processes.
· master the usage of security software, tools, and cryptography.
· analyze the security needs of an organization.
· evaluate and identify the security breaches in systems and network.
· design and deploy defense solutions to ensure safety and reduce risk.
· understand legal, ethical, and compliance issues related to information security.

	C.12.  Other changes if any
	
	


* If answered YES to either of these questions will need to inform Institutional Research and get their acknowledgement on the signature page.

D. Signatures
· Changes that affect General Education in any way MUST be approved by ALL Deans and COGE Chair.
· Changes that directly impact more than one department/program MUST have the signatures of all relevant department chairs, program directors, and their relevant dean (e.g. when creating/revising a program using courses from other departments/programs). Check UCC manual 4.2 for further guidelines on whether the signatures need to be approval or acknowledgement.
· Proposals that do not have appropriate approval signatures will not be considered. 
· Type in name of person signing and their position/affiliation.
· Send electronic files of this proposal and accompanying catalog copy to curriculum@ric.edu to the current Chair of UCC. Check UCC website for due dates. Do NOT convert to a .pdf.

D.1. Approvals: required from programs/departments/deans who originate the proposal. THESE may include multiple departments, e.g., for joint/interdisciplinary proposals. 
	Name
	Position/affiliation
	Signature
	Date

	Suzanne Mello-Stark
	Chair of Department of CSIS
	*approved by email
	4/24/23

	Earl Simson
	Dean of Faculty of Arts & Sciences
	Earl Simson
	5/3/23

	David Blanchette or Michael Casey
	Co-Chairs of the Department of Management and Marketing
	*approved by email
	4/28/23

	Marianne Raimondo
	Interim Dean School of Business
	*approved by email
	4/28/23

	Rebecca Sparks
	Chair of Department of Mathematical Sciences
	*approved by email
	4/24/23

	Glenn Rawson
	Chair Philosophy
	*approved by Zoom
	5/5/23



D.2. Acknowledgements: REQUIRED from OTHER PROGRAMS/DEPARTMENTS (and their relevant deans if not already included above) that are IMPACTED BY THE PROPOSAL. SIGNATURE DOES NOT INDICATE APPROVAL, ONLY AWARENESS THAT THE PROPOSAL IS BEING SUBMITTED. CONCERNS SHOULD BE BROUGHT TO THE UCC COMMITTEE MEETING FOR DISCUSSION; all faculty are welcome to attend.
	Name
	Position/affiliation
	[bookmark: Signature_2]Signature
	Date
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